3GPP TSG-SA3 Meeting #108Adhoc-e 
S3-222611
e-meeting, 10th - 14th October 2022
Source:
ChinaTelecom


Title:
New KI:the Authorization of Federated Learning Model Sharing
Document for:
Approval
Agenda Item: 
5.20

1
Decision/action requested

This contribution proposes to add Key issue on TR 33.898 V0.1.0
2
References

[1]3GPP TR 23.700-80"Study on 5G System Support for AI/ML-based Services".
3
Rationale

This contribution proposes to add a key issue about the authorization of federated learning model sharing. The UEs need to obtain local models from 5GC for data training, analytical inference, and other functions. If the model sharing permission is not restricted, during distributed training, the model information may be exposed to potential attackers. The authorization of federated learning model sharing should be discussed to reduce the risk further.
4
Detailed proposal
It is proposed to introduce the following key issue to 4.X of 3GPP TR 33.898 V0.1.0
*************** Start of 1st Change****************

4.X
Key Issue #X: < the Authorization of Federated Learning Model Sharing >

4.X.1
Key issue details

According to TR 23. 700-80 Key Issue #2 [1], which refers to enhancing 5GC to expose information to UEs to better facilitate its application AI/ML operations, and an in-depth security analysis of this enhanced exposure operation is needed by SA3. In the solution of SA2 TR 23.700-80 Key Issue #2, there is no model sharing authorization process, i.e., which UEs can be allowed to access to model information.

If there is no permission control for model sharing inside 5GC, theoretically, model information may be shared to any UEs, and malicious UEs can easily access the target model API to obtain model internal information ,which helps to steal and attack the global model. 

Therefore, the authorization of federated learning model sharing in the process of exposing 5GC information to UEs is a concern.
4.X.2
Security threats

In the absence of authorization, AI/ML models may be accessed by malicious UEs and may be exposed to risks such as malicious attacks and theft during model training.
4.X.3
Potential security requirements

Authorization  of federated learning model sharing should be supported to reduce the possibility of malicious UE attacks on 5GC internal information.
*************** End of 1st Change ****************

